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NASSCOM, and DSCI have conducted this survey on Data
Protection practices of IT/ITES industry through KPMG. A total 42
companies were selected, with a mix of A, B and C categories of
companies. Category A companies are those, which have a
turnover of more than Rs. 1000 crores; Category B have a
turnover that is between Rs. 500 and 1000 crores whereas
Category C companies are those that have a turnover of less
than Rs. 500 crores. Selection of companies was done with a
view to have equitable representation of IT and ITES companies
as also of the categories. Out of 42, Category A companies are
13, Category B are 10 where as Category C companies are 19.

The survey was designed to elicit response from top
management in the form of IT and/or Security leadership, and
also from security operations of the company. Two separate

About the survey

also from security operations of the company. Two separate
questionnaires were designed to capture the response from the
two levels. The process of information gathering at a company
was completed with an interview of IT or Security leadership such
as CIO, CTO and CSO.

This survey provides a glimpse into the practices followed by the
industry for protecting data while servicing their global clients. It
unveils key information on maturity of security practices followed
by the industry, the gaps that exist, and the roadmap for industry
to enhance its trustworthiness. The pointers will be of great help
to DSCI in its endeavor for establishing itself as a self-regulatory
organization for data protection.
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Executive Summary

We at KPMG are pleased to be associated with DSCI for
conducting this survey on current information security and data
privacy practices being followed across a cross-section of
IT/ITES companies operating in India.

Information security practices in India are at a point of inflexion
with respect to organization maturity. Our survey indicates that
information security is no longer a function working out of the IT
team but is now a board level concern. All respondents feel that
information security is critical at the very least.

Two thirds of the companies surveyed agree that information
security is a business enabler and all companies surveyed had
aligned their security policy to leading information security
standards.
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Data privacy is an area where companies are now increasing
focus. Our survey indicates that some companies are
differentiating between “confidential” and “personal” information.

People as expected remain a challenge both in terms of
availability of skilled personnel and acceptance of security
policies.

We feel that companies should look at adopting secure SDLC
standards, integrate their client specific BCP with enterprise
wide BCP and build data privacy policy.

Akhilesh Tuteja
Executive Director KPMG



CISO Independent of the CISO Function

Approval of Security Policy

Eighty five percent of respondents state that the security
policy has been approved by an official other than the CISO.
This demonstrates a strong segregation between policy
formulation and implementation monitoring function. This also
helps to eliminate any potential conflict of interest and
indicates management commitment.

Belief on Self Regulation

Information Security –
Management Thoughts

15% 85%

17% 83%

Law 
Alone Belief in Self Regulation

Eighty three percent of the respondents believe that
enforcement of Information Security through legislation may
not lead to better controls implementation. The belief in self
regulation and its positive impact is very high.

KPI Framework for Security Effectiveness

Monitoring of Security Function 

All companies surveyed claimed to have defined key
performance indicators for Information Security.
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17% 83%

All respondents have put in place a system to monitor the
effectiveness of security implementation. This shows a high
degree of management focus on the security function.

100%



Trend ## 1

BeforeBeforeTHOUGHT
t the risk of sounding Orwellian, we are 
coining a new phrase “Beforethought,” to 
describe the key trend we have observed as 

an outcome of the survey.   To capture the 
essence of this phrase, one must think through 
the evolution of security in an outsourcing 
environment.  From a reactive model, we have 
seen security become more analytical and more 
predictable.  All companies surveyed 
unanimously state that a formal risk assessment 

AA

unanimously state that a formal risk assessment 
based on a “what-can-go-wrong” kind of analysis 
leads security direction and policy making in their 
organizations.  

It is also interesting to observe that the IT/ITeS 
industry wants to proactively address security, 
whereas only a limited number of  respondents 
feel that legislation alone would help compliance. 
There is a balance between the companies, 
which want to be only self-regulated, and those 
which feel a combination of legislation and self-
regulation will help achieve compliance. There is 
significant belief in self regulation…
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Information Security –
Management Thoughts

Rating for Information Security

No Yes

Security Ombudsman

Security has the highest priority
for all organizations. Forty
percent of the respondents
believe that security is top priority
and none of the respondents
have given it a rating of
important, average or low.

Critical

Top Priority

Important

Average

Low

40%

60%

45%

Forty-five percent of the
respondents have a separate
security ombudsman for dealing
with security related issues. This
shows management commitment
towards security monitoring and
demonstrates that reporting is
not limited to policy making.

No Yes

Necessity due 
to competitive 
pressure

A business 
enabler

Forty-five percent companies
believe that Information Security
is important for getting business.
A major part of the industry looks
at it as a business enabler.

Role of Information Security
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55%

45%

55%



Evolving Evolving MODELS
odels of security business case have 
evolved over a period of time. From being 
the esoteric domain of a few hardcore 

specialists, it has increasingly become a board 
level issue. Security direction making, if not a 
global mandate as in the case of most 
multinational companies, has become the 
domain of the chief executive, the Information 
Security steering committee in the organization, 
or the CISO. All organizations felt that security 

MM

Trend ## 2

or the CISO. All organizations felt that security 
and privacy are either “Top Priority” or “Critical”

The Age of 
Innocence

Growing
Pains

The Age of 
Learning

The Maturing 
Organization

Now - A PRIME 
MOVERReactive at 

Best

Learning to 
Cope

Framework 
Evolution

Competitive 
Baseline

COMPETITIVE 
ADVANTAGE

on their list of to-dos with over 40%40%companies rating security
as “Top Priority”.
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Training Provided

Security Skills

All companies surveyed provide basic Information Security training to all
employees at the time of joining. These are mostly a part of induction
programs and/or held by IT teams as a separate session.

None of the companies surveyed makes it mandatory for the

security team to be certified. The security team personnel are advised to
obtain certifications with the cost being borne by companies. Most

Security training to employees

Certification for security team

100%

obtain certifications with the cost being borne by companies. Most
companies have separate budget for training/certification.
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Right Right SKILLING
ajority of the companies surveyed do not 
have a formalized or mandatory 
requirement for their security team 

personnel to obtain security related 
qualifications. However, most of them mention 
that they actively encourage their employees to 
obtain specialized certifications.

While there is an abundance of people to 
manage parts of the solutions and 

MM

Trend ## 3

manage parts of the solutions and 
implementations of Information Security, it is 
getting increasingly difficult to hire personnel who 
have overall understanding of security and 
governance.
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Personnel Security

Yes No

Background checks performed

Ninety-three percent of companies perform background checks for
majority of the employees. Most of the companies that do not
perform background checks are in category C. Companies have
started using the National Skills Registry to perform these checks.

Yes

NDA and confidentiality agreements

100%

93% 7%

Yes

All companies have made it mandatory for employees to sign
non-disclosure agreements or confidentiality agreements as
part of their on-boarding processes.
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Putting Putting PEOPLEPEOPLE FIRSTFIRST
n overwhelming majority of  respondents 
feel that people remain the key challenge in 

the Information Security environment of their 
organization.  Attrition, different operating 
environments across teams, all contribute to a 
never-ending challenge of increasing Information 
Security awareness and incident response within 
organizations. 

While almost all organizations carry out basic 

AA

Trend # 4

While almost all organizations carry out basic 
background checks, require their employees to 
sign a confidentiality agreement, impart training 
on Information Security, perform a number of 
activities pertaining to awareness building, this is 
one area where a differentiated strategy can be 
used to increase awareness at an industry level, 
so that baselines are observed regardless of the 
organization a particular employee works for. 
Companies feel that the National Skills 
Registry (NSR) is an important tool for 
background checks. 
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Security Governance

Yes No

Defined security budget

Fifty-five percent of all respondents said that they have a
separate security budget. In other cases, security budget is a
part of IT and administrative budgets. Planning for IT spending
is ad-hoc in some instances.

Yes

Formal security organization

100%

55% 45%

All companies surveyed have a separate Information
Security team. However, in some cases the boundaries
between Information Security and Information
Technology are blurred.
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RightRight STRUCTURE
espondents have unanimously endorsed 
and are actively following right-structuring of 

the Information Security function.  Every 
organization has a Chief Information Security 
Office (CISO) role supported by an Information 
Security function, which has a structure and 
mandate approved by their executive 
management.  This function/role has the charter 
to manage the implementation of security 

RR

Trend # 5

to manage the implementation of security 
processes in compliance with enterprise security 
policies.  All organizations also have an internal 
audit function to independently measure 
compliance to organizational policies.

have defined Information Security budgets. The 
other organizations carve out budgets from either 
Information Technology or administrative 
budgets.

55%of the organizations surveyed 
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Security View
Implementation of Security

All organizations have an implemented Information Security
policy that covers at a minimum the above seven domains.
However, when it comes to trusting peers, 50% of the
respondents don’t believe that peers have implemented

Most organizations have security policies and processes that
cover various domains. The following seven domains have
emerged across all companies surveyed:

• Asset Management

• Infrastructure Security Review

• Anti-virus

• Physical Security controls

•Secure Work Area

•CCTV Monitoring

•Change Management

respondents don’t believe that peers have implemented
security procedures adequately.

Yes No Can’t 
Say
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45% 50% 5%

Peers have implemented security

40% 36%

24%

Both

Necessity due to 
competitive pressure

Business enabler

Perception of Security

Almost two-thirds of the companies
surveyed agree that Information
Security works as a business enabler in
some way.



Competitive Competitive VIEWS
t is interesting to note that almost half of the 
organizations feel that their competitors who 
have achieved Information Security 

certifications may not have robust Information 
Security practices. The security function has 
become a customer-facing entity, and a 
competitive differentiator and this view could 
probably stem from the fact that each security 
function tries to outperform the competitors.  

II

Trend # 6

such certifications is more of a competitive 
necessity than a business enabler.  

36%It is interesting to also note that      
of the organizations feel that having

What comes out strongly 
from these findings is that 

“it is more important to 
adopt the essence of 

these standards, rather 
than aim for the 

certification alone.”
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Larger companies have been quicker in adopting leading
practices related to Information Security. Mid-sized companies
are spending more energies on managing growth and are only
now increasing focus on housekeeping activities.

Implementing Security Policies

View across the Spectrum

More than 3 years Last 1 to 3 years

A

B

C 36%

43%

91%

64%

57%

9%

now increasing focus on housekeeping activities.

Yes No

Secure SDLC

44% of the companies surveyed are following secure SDLC
practices. Majority of the companies, which have implemented
secure SDLC are from category A.
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44% 56%



A Matter of A Matter of Size
he survey suggests that though all Indian IT 
companies have implemented Information 

Security policies, majority of the category C 
companies have enhanced security focus in the 
last one or two years. Larger companies appear 
leaders in adopting leading practices in the 
domain of Information Security and business 
continuity.

TT

Trend # 7

Companies in category A are more likely to Companies in category A are more likely to 
follow secure SDLC (Software Design Life Cycle) 
practices with of respondents in 82%
compared to only 30% in categories B and C. 
this category                     adopting secure SDLC, 

respondents in other categories have an 
enterprise-wide BCP (Business Continuity 
Planning) focus. 

92%of respondents
in category A compared              to 67% of
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It is also observed that



Data Privacy

Though all companies surveyed said that they have a formally
approved and implemented security policy, 24% of the companies
have a separately defined data privacy policy. In other cases privacy
is covered as part of Information Security policy, which has defined
controls on data confidentiality encompassing privacy.

Privacy Policy

Separate 
Privacy 
Policy

Privacy part of 
Information 
security

Role Defined: Privacy Officer or Equivalent

24% 76%
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Of the companies which have a separate data privacy policy,
60% companies have a role of a privacy officer or equivalent
defined. Most companies do not have a full time privacy officer
and the responsibility is borne by the CISO as part of the
security responsibilities.

Role Defined: Privacy Officer or Equivalent

No Yes
40% 60%



PrivacyPrivacy Perceptions
wenty-four percent of the respondents 

have a privacy policy. All organizations 
surveyed have a security policy and 31% 
of the respondents include some aspects 
of data privacy within their security policy. 
For the others, privacy is covered as part 
of data confidentiality and information 
handling guidelines.

TT

Trend ## 8

Most contracts for companies specify 
privacy related compliance as security 
controls, and therefore many organizations 
implement controls from a privacy 
standpoint, even though they are indirectly 
within their security or SLA management 
programs.
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Expectations from DSCIExpectations from DSCI
Help formulate 
legislation (17%)

Provide guidance to IT/ 
ITES companies (83%)

Eighty-three percent of the companies surveyed would like to
see Data Security Council of India (DSCI) to help IT/ ITES
companies improve security and privacy practices compared to
only 17% which feel that the DSCI should help the government
formulate legislation related to data security and privacy.

Survey respondents would like DSCI to provide advisory on
security incidents, increase awareness about data security and
privacy across various stakeholders and build confidence in the
outsourcing industry.
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IndustryIndustry View View on on 
Self RegulationSelf Regulation

he survey indicates that, even though the 
IT/ITES companies view security as a business 
enabler, they perceive the need to establish a 
program for data privacy enhancement. The 
service providers are encouraged by the 
establishment of DSCI, by NASSCOM as an 
industry initiative, to focus on Data Protection. .

TT

Trend ## 9

DSCI, as a Self Regulatory Organization, will work with 

IT/ITES companies are 
looking up to DSCI to enable 
them to provide assurance to 
their clients through self 
regulation that includes best 
practices, capacity building, 
certification, and enforcement

25

DSCI, as a Self Regulatory Organization, will work with 
service providers to enhance their Data Protection 
capabilities through appropriate use of best practices and 
standards  thereby increasing their trustworthiness. 



Building a RoadBuilding a Roadmapmap
he road ahead shall be built on three key 
initiatives that the companies will drive.

• Secure SDLC

• Enterprise-wide BCP

• Data Privacy

Secure SDLC is the key in ensuring that 
applications are robust and secure. Companies can 
overlook secure coding standards while developing 
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overlook secure coding standards while developing 
internal applications and instead concentrate more 
on external hardening to protect the application and 
its related components. Security should be built into 
the application rather than just around it.

An Enterprise-wide BCP will help in ensuring that 
project specific plans are adequately supported. 
Disruption in the support functions may impact the 
client-specific BCP to the extent of hindering them. 
Most organizations need to re-assess their present 
BCP and re-align. Well-aligned enterprise BCP and 
project specific BCP can help an organization 
derive enormous value of synergy with respect to 
resources and response times. 
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Customer relationships are based on trust and 
organizations are increasingly realizing the 
importance of safeguarding the privacy of their 

Building a RoadBuilding a Roadmapmap
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importance of safeguarding the privacy of their 
customers. Data privacy has been viewed as 
important by organizations and governments 
globally. In India, organizations are realizing the 
need to have a focused approach to data privacy. 
Data Privacy Policy with a Chief Privacy Officer  
responsible for its implementation as also with 
accountability for the same is essential for sending 
a message to clients that data protection is central 
to service provider’s delivery. 



BACK PAGE BACK PAGE 


