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Background & Context

Cyberspace has emerged as a global commons. It requires safe navigation by countries for trade, 
commerce and communication. Military establishments consider it as the fifth domain — after land, 
sea, air and space. Cybersecurity is considered as a multi-dimensional concept, a complex issue 
straddling many disciplines and fields. Nations have to take appropriate steps in their respective 
jurisdictions to create necessary laws, promote the implementation of reasonable security practices, 
incident management, and information sharing mechanisms, and continuously educate both 
corporate and home users about cybersecurity. 

In NASSCOM’s 25th year celebration event, Honorable Prime Minister Shri Narendra Modi 
mentioned that in his interactions with world leaders, he learnt that cybersecurity was a major cause 
of worry for most of them. India being a major service provider in technology space, Mr Modi 
envisioned that to solve this emerging global problem, solutions should come from India. Given the 
successful track record of establishing leadership in the global IT space, this is also an area where 
NASSCOM members can and should aspire for global leadership. To achieve this, he suggested that 
NASSCOM should create a Task Force on Cyber Security to propose solutions that address national 
and global requirements. Accordingly, NASSCOM has established the ‘Cyber Security Task Force’ to 
deliberate on the issues, and come up with recommendations not only to enhance cyber security in 
the country, but also to make India emerge as a leader in this space.

Working Groups of Cyber Security Task Force (CSTF)

The first meeting of CSTF was held on 25th May, 2015 at DSCI office in Delhi. The meeting was 
chaired by Mr. Rajendra Pawar, Chairman, CSTF and Chairman& Founder, NIIT group and was 
attended by the task force members with representation from government and industry. A brief 
presentation was given on the existing cyber security ecosystem in India, and business opportunities 
that exist globally for the industry in this space. During the presentation, the existing cyber security 
initiatives in India and the lessons which could be drawn from the global initiatives and best 
practices, were also highlighted. The CSTF discussed various issues and challenges in cyber security 
specifically centered around the four working groups, proposed to be constituted under the CSTF. It 
was put forth that these working groups would delve deeper into respective domains:

1. Industry development
2. Technology development
3. Skills development
4. Policy Development

Scope of working group – Policy Development 

Policy development is a critical domain of cyber security. Policy is the bedrock of the overall 
ecosystem and warrants serious deliberations and action-oriented recommendations which in turn 
could act as catalyst for Industry, technology and skills development. The CSTF’s discussion revolved 
around the following pertinent questions in the realm of policy:

 What policy initiatives are required in the country to establish India as a global hub for 
cyber security products & services, develop strategic capabilities and develop skills?
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 How can policy help enhance trust between the government and private sector to 
enable better flow of ideas, manpower and funds?

 How can the implementation of existing cyber security policies and regulations be 
expedited? 

 How can India enhance international cooperation in cyber security? How can internal 
consultation process to formulate national positions be strengthened? 

Numerous points regarding policy initiatives came out during the discussion amongst the task force 
members. They were unanimous in saying that the right kind of policy push is indispensable for India 
to become a global hub for cyber security products and services. The existing policy framework 
needs to be beefed up to take into account the role played by different stakeholders in the Indian 
and the global landscape. 

The Policy working group may take the following points into consideration for the purposes of 
identifying issues and proposing solutions:

 Creation of National Cyber Commission on the lines of Atomic Commission, Space 
Commission etc. to work specifically on cyber security

 Provide incentives for the domestic industry to scale up in cyber security

 Cyber Security Zones or clusters, similar to the SEZs, may be established in the country to 
promote the industry

 Government procurement should provide test beds for security products especially from 
startups

 With respect to development of indigenous cyber security technologies, policy needs to 
address the issue of private gains resulting from public funding

 Policy initiatives for raising awareness on privacy and cyber security amongst users of 
technologies, especially home users through massive training and capacity building 
exercises

 Setting up of an expert institution to perform testing and certification of security 
products for assurance purposes; this will help address the liability issues emerging 
specially from use of products from startups

 While there is a need to fast-track policy development and implementation at various
levels, the strategy of pick and choose needs to be adopted wherein the expeditious 
implementation of existing policy provisions is concerned

 Single point organization and accountability needs to be created at national level for 
security matters. There isn't much awareness of security at the level of decision makers


